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    How can we 
detect what we’ve 
never seen?
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● macOS threat and internals researcher

● Security tools developer

○ Red Canary Mac Monitor

○ POSIX AtomicTestHarnesses

○ Threat emulation

● Behavioral threat detection

Brandon Dalton
Staff Security Researcher @ Kandji
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Overview

The threats

Telemetry and eventing

Understanding Endpoint Security

AMOS: A case study

Building a detector

Demo!
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What’s out there?



Copyright 2022 Kandji, Inc. All Rights Reserved.

AppleScript / OSA abuse

2024 Threat Detection Report (Red Canary)
AppleScript Kandji and SentinelOne

VirusTotal April 30, 2024
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🥷 Further still… supply chain horror…

Stager execution (Ruby)

Persistence (launchd)

Collection ( proc, file, netconn, sleep )

Mandiant / Google Cloud
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Let’s make sense of 
what we have…
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What does a Mac do?

● Runs software and manages services
● Creates and modifies files
● Communicates over networks like WiFi and bluetooth
● Talks to “accessories” like the camera, trackpad, etc
● Enforces privacy, management, and security controls

Process Network “Accessories” ControlsFile
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Process Network “Accessories” ControlsFile
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Telemetry

A set of events…
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System roles and 
responsibilities
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User space
Desktop → Aqua (vs. the iOS SpringBoard)

● Application services and frameworks

● Talks to the kernel w/“System Calls / Mach Traps”
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Kernel space

Kernel → XNU (XNU is Not Unix)

● Available, secure, performant

● Largely trusted code written by Apple

● Hybrid kernel – two personalities:

○ BSD (execve(), posix_spawn(), etc)

○ and Mach (IPC and memory)

At this level macOS 
can stop an action 

before it occurs
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    Detecting unknown threats…
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Behavioral detection
Events are… a notification that something will or has 
happened. 

Logging into to your Mac with Touch ID

Talking over iMessage

Launching an app

Saving a PDF

Sharing your screen
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In other words?
Standard set of types minted by Apple. Events are “messages” 
containing info about what happened.

ES_EVENT_TYPE_NOTIFY_AUTHENTICATION

ES_EVENT_TYPE_AUTH_RENAME

ES_EVENT_TYPE_AUTH_EXEC

ES_EVENT_TYPE_AUTH_CREATE

ES_EVENT_TYPE_NOTIFY_SCREENSHARING_ATTACH
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They come from… Endpoint Security

● APIs offered by Apple that allow us to develop userland 
security agents

● Real time eventing
○ Kernel and userspace
○ Authorize and notification of system activity

● Performance
○ Powerful event muting capabilities

● Available to trusted entities (restricted entitlement)
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Classes of events?

ES_EVENT_TYPE_NOTIFY_AUTHENTICATION

Kernel Space (Mach / BSD)

ES_EVENT_TYPE_AUTH_*

User Space

ES_EVENT_TYPE_NOTIFY_*

ES_EVENT_TYPE_AUTH_EXEC
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What do they cover?

ES_EVENT_TYPE_AUTH_* ES_EVENT_TYPE_NOTIFY_*

99 events (70%)44 events (30%)

● AUTH_EXEC
● AUTH_OPEN
● AUTH_MMAP
● AUTH_SIGNAL
● AUTH_CREATE
● AUTH_RENAME

● NOTIFY_BTM_LAUNCH_ITEM_ADD
● NOTIFY_XPC_CONNECT
● NOTIFY_SCREENSHARING_ATTACH
● NOTIFY_XP_MALWARE_DETECTED
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Event correlation

Every event was “initiated” by a process

Google Chrome Spotify

 https://api.spotify.com/v1/albums/

Terminal

/usr/bin/curl
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Collection (a few examples)
Depends on use case and workflow

/usr/bin/eslogger

Mac Monitor

Process,file,and DNS monitor

ESFPlayground
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Building a detector
first… some questions to answer…

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale



Copyright 2022 Kandji, Inc. All Rights Reserved.

What’s our data source?

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale

Endpoint Security!
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AMOS
A case study - Stealer

Kandji and SentinelOne
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What’s the threat?

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale
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⚠ Grab a sample

VirusTotal April 30, 2024
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AMOS end behaviors
Event correlation

Some correlated 
events include:

● Adhoc signed execution

● Executed for ~2 minutes

● Created 3 files in the user’s home 

directory:

Sysinfo.txt

password-entered

login-keychain

Copyright 2022 Kandji, Inc. All Rights Reserved.

exec_target.group_leader.
codesigning_type == 
.adhoc
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AMOS end behaviors
Process group #1

Some behaviors 
include:

● Hides the terminal w/osascript

● Makes a directory w/mkdir

● Grabs the OS version w/sw_vers

● Grabs hardware information 

w/system_profiler

● Displays a dialog w/osascript

Copyright 2022 Kandji, Inc. All Rights Reserved.

exec_target.correlated_events.
has_exec_target_path
(‘/usr/bin/osascript’)
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AMOS end behaviors
Process group #2 (10s later)

Searches for installed 
apps with:

mdfind kMDItemContentType

and xargs + basename

Copyright 2022 Kandji, Inc. All Rights Reserved.

exec_target.process_path ==
 “/usr/bin/xargs”
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What’re the behaviors?

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale
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exec_target.process_path == “/usr/bin/xargs”
&&
exec_target.group_leader.codesigning_type == .adhoc
&&
(
    exec_target.process_group.has_exec(‘/usr/bin/osascript’)
    ||
    exec_target.group_leader.correlated_events.has_mmap(‘/System/…/AppleScript.component/’)
    ||
    exec_target.group_leader.correlated_events.has_mmap(‘/System/…/JavaScript.component/’)
)

ES_EVENT_TYPE_AUTH_EXEC

Detecting AMOS
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Testing!

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale

and lastly…maintain
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Our options for testing?

(a) (Ideally) With the sample used to build the detector

(b) Engineer emulation and use that focusing on core behaviors
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Emulation
Building the threat

1. Adhoc signed
2. Calls xargs in same proc group
3. Leverages OSA

Requirements Game plan

1. Just compile locally!
2. Use something like popen(...)
3. Two variations

a. API (NSAppleScript / OSAKit) and
b. Command line
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⚠ Demo time
The result?
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https://docs.google.com/file/d/1CiIIvNw48IUWjMdYxyMo4R77LUABEgO1/preview
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✅ AMOS resiliency!
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Building a detector

What data do we have access to?

Given a “threat”…

What’re the visible end behaviors?

Using those behaviors write a “heuristic”

Test it

Tune it at scale

and lastly…maintain
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Thank you
Brandon Dalton / brandon.dalton@kandji.io


