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%t How can we
detect what we’ve

never seen?
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Elastic catches DPRK passing out KANDYKORN

Elastic Security Labs exposes an attempt by the DPRK to infect blockchain engineers with
novel macOS malware.
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© 30 min read Malware analysis, Attack pattern, Activity group|
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Malware: Cuckoo Behaves
Like Cross Between
Infostealer and Spyware

s Adam Kohler & Christopher Lopez
Apr 30, 2024

d

On April 24, 2024, we found a previously undetected malicious Mach-O
binary programmed to behave like a cross between spyware and an
infostealer. We have named the malware Cuckoo, after the bird that lays its
eggs in the nests of other birds and steals the host's resources for the gain
of its young.

Preamble

Elastic Security Labs is disclosing a novel intrusion targetit
a crypto exchange platform. The intrusion leveraged a cot
open source capabilities for initial access and post-exploitd

Get Started >



e macOS threat and internals researcher
e Security tools developer

o Red Canary Mac Monitor

o POSIX AtomicTestHarnesses

o Threat emulation

e Behavioral threat detection
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AMOS: A case study
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E What’s out there?



IDENTIFIED

2017

VARIANT CLASSIFICATION

Snake Trojan

2017 OSX/Dok RAT

2018 OSX.DarthMiner

2019

- OFpt (second variant
2020 OSX.EvilQuest / ThiefQuest
2020 xessE

2021 OSX.OSAMiner Cryptojacking
2023 Stager/ RAT

=0 Aomie Steater

2023

MucSteuIer Slealer

2024 Threat Detection Report (Red Canary)
AppleScript
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How AMOS macOS Stealer

Avoids Detection

Sam Mayers & Christopher Lopez
Mar 2, 2024

10 min reg

Atomic macOS Stealer (AMOS) was first spo|
powerful piece of malware that targets Applg
installing the software on their computers. T
Telegram; as of January 20, 2024, the price

Once installed, Atomic Stealer can exfiltrate §
including keychain passwords, user documer|
browser data, credit card information, crypto|

ATOMIC MACOS STEALER (AMOS)
(The first and most famous stealer on

SYSTEM:

- Collect notes from Notes

- Keychain (Dump all saved user passw
- SystemInfo (Complete system informa
- Mac0S Password

- Hidden console when launching softw:

BROWSERS:

<4 TELEGRAM

MacOS Stealer

ATOMIC MACOS STEALER

SYSTEM:

- Keychain (Export all passwords from
apple keychain)

- Systeminfo (Full information about
system)

- FileGrabber (Desktop, Documents)
- MacOS Password

BROWSERS:

- Chrome (Autofills, Passwords,
Cookies, Wallets, Cards)

- Firefox (Autofills, Cookies)

- Brave (Cookies,Passwords,Autofills,
Wallets, Cards)

- Edge (Cookies,Passwords,Autofills,
Wallets, Cards)

- Vivaldi (Cookies,Passwords,Autofills,
Wallets, Cards)

- Yandex (Cookies,Autofills, Wallets,
Cards)

- Opera

(Cookies,Passwords, Autofills,Wallets,Ca
rds)

- OperaGX

(Cookies,Passwords, Autofills,Wallets,Ca
rds)

Kandiji and SentinelOne

(@ 15/44 security vendors and no sandboxes flagged this file as malicious

335.52 KB

C Reanalyze

6hoursago

= similar v

Oafc208dedd1fafd63df51b4c344383bcad6Ti1e2067d65bA. .
Crackinstall
Commun s Gébis  chedkshostname  am | multiarch
DETECTION DETAILS RELATIONS BEHAVIOR  COMMUNITY
Join the VT Community and enjoy additional community insight
Popular threatlabel () trojan
Security vendors' analysis ©
Avira (no cloud) O) /GM.Agent.QD ClamAv
Cynet T) Malicious (score: 99) Emsisoft
eScan (@ Trojan.MAC.Generic.118365 ESET-NOD32
Fortinet @ WAC/stealer201t Google
Ikarus @® Trojan.o KIGW.
Lionic @ TrojanosKAmosit ax

Tencent

plusan API key

Threat categories i1ojon

Acronis (Static ML)

son CEID

More

1)

Do you want to automate checks?

® oscTroan

© Undetected

- VirusTotal April 30, 2024
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= Further still... supply chain horror...
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Let’s make sense of
. what we have...

Jrwsd
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*¥ What does a Mac do?

Runs software and manages services

Creates and modifies files

Communicates over networks like WiFi and bluetooth
Talks to “accessories” like the camera, trackpad, etc
Enforces privacy, management, and security controls

“Accessories”




“Accessories”

)

& Preview File Edit View Go Tools Window Help Q 8 MonApr22 1

& Focus

Bluetooth
AirDrop
4 . Contacts Oy
| yahoo/news S v s Sports (=2 mail ) signin
Display.

us  Politics d  Health  Science

Sound

pressreach.com

Utilities
@ Activity Monitor
@ AirPort Utility
® Audio MIDI Setup
8 Bluetooth File Exchange
%) Colorsync Utilty
@ Console
@ pigital Color Meter
3 Disk Utilty
@ Grapher
B Keychain Acc
& Migration Assistant
& Print Center
@ screen Sharing
& Screenshot
/ Script Editor
& System Information
@ Terminal
@ VoiceOver Utility
B Voice Memos
B Weather




Telemetry

EEFT]

A set of events...



System roles and
responsibilities



™ User space
Desktop — Aqua (vs. the iOS SpringBoard

e Application services and frameworks

e Talks to the kernel w/“System Calls / Mach Traps”

Desktop.

o00 m:ngs x:’:‘i?;;mmny ® @ @~ CPU Memory Energy Disk Network  Q firefox ]
Process Name User %CPU ©  CPUTme | Thresds  Idie Wake Ups Kint
v kemeltask root 170 w3775 731 1995
v launchd oot 02 4 o
| v o brandon.dalton 07 88 52
[] 05 42072 27 1
[ Web Content 04 133760 2
@ FirefoxCP Isalated Web Content brandon.dalton 02 208554 33 1
[] b Content 01 213348 £ 2
] Content 01 40599 2 2
@ FirefoxCP Isalated Web Content brandon.dalton 01 12908 2 3
[] b Content 00 20584 2 3
] Content 00 5023 2 3
@ FirefoxCP Isolated Web Content brandon.dalton 00 2651 2 2
[] b Content 00 2208 3 2
[] Content 00 3251 2 2
f_FirefoxCP isalated Web Content brandon.dalton 00 258432 33 2
13.29% b Threads: 5,817
12.28% Processes: 874

78.43% X




. Kernel space Can tg leve -
Kernel — XNU (XNU is Not Unix) t OCeyy lon

e Available, secure, performant

e Largely trusted code written by Apple

e Hybrid kernel — two personalities:
o BSD ( , , etc)
o and Mach (IPC and memory)




Detecting unknown threats...



Behavioral detection

Events are... a notification that something will or has
happened.

Logging into to your Mac with Touch ID
Talking over iMessage

Launching an app

Saving a PDF

E Sharing your screen



In other words?

Standard set of types minted by Apple. Events are “messages”
containing info about what happened.

Ml ES_EVENT_TYPE_NOTIFY_AUTHENTICATION
ES_EVENT_TYPE_AUTH_RENAME

P8l ES_EVENT_TYPE_AUTH_EXEC
ES_EVENT_TYPE_AUTH_CREATE

E ES_EVENT_TYPE_NOTIFY_SCREENSHARING_ATTACH



They come from... Endpoint Security

APIs offered by Apple that allow us to develop userland
security agents

Real time eventing

o Kernel and userspace

o Authorize and notification of system activity
Performance

o Powerful event muting capabilities
Available to trusted entities (restricted entitlement)



Classes of events?

) ES_EVENT_TYPE_NOTIFY_AUTHENTICATION
¥ ES_EVENT_TYPE_AUTH_EXEC

g

|’A 4
:'t!'“

Kernel Space (Mach / BSD)
ES_EVENT_TYPE_AUTH_* ES_EVENT_TYPE_NOTIFY_*

User Space



What do they cover?

- ES_EVENT_TYPE_AUTH_* - ES_EVENT_TYPE_NOTIFY_*

44 events (30%) 99 events (70%)

e AUTH_EXEC e NOTIFY_BTM_LAUNCH_ITEM_ADD
e AUTH_OPEN e NOTIFY_XPC_CONNECT

e AUTH_MMAP e NOTIFY_SCREENSHARING_ATTACH
e AUTH_SIGNAL e NOTIFY_XP_MALWARE_DETECTED
e AUTH_CREATE

e AUTH_RENAME



Event correlation

Every event was “initiated” by a process

)

=

. Google Chrome @ Spotify “ Terminal

https://api.spotify.com/v1/albums/ /usr/bin/curl

Nhe & Downloads




Collection (a few examples

Depends on use case and workflow

1 Jusr/bin/eslogger -9 Process, file,and DNS monitor

B-%| Mac Monitor ESFPlayground

e
® ® & ESFPlayground Q
© Settings
©®© Red Canary Mac Monitor start ar | Fiterse ol Min-chart | System events 840 a % DNSMonitor.app/Contents/Mac0S/DNSMonitor -json —pretty Event Gy
v u
& System Security Unified "Process" : {
Towsms | Enttpe - S — reaSiniog0 | BXEC " T i " S _EVENT_TYPE_NOTIFY_ACCESS
e s - o G fSatoe ks BOA D) = processPath" : "\/usr\/bin\/nslookup", A A (4
10:10:18.406 [ ES_EVENT_TYPE_NOTIFY_CREATE /Users/brandon.dalton/L. brandon... iTern2 com-gongleca- |5 “processSigningID" : "com.apple.nslookup”, ES_EVENT_TYPE_NOTIFY_CHDIR [ )
ierario v ) SO TYENCINROM e rnion oo/ b lonkgrtconaple 0 “processID" : 17493 5_EVENT_TYPE_NOTIFY.CHROOT °
5 ES_EVENT_TYPE_NOTIFY_CREATE /Users/brandon.dalton/L brandon... BiomeAgent co.apple.Bi_ e e PS
) ES_EVENT_TYPE_NOTIFY_CREATE /Users/brandon.dalton/L. brandon... BioneAgent R -
(53 ES_EVENT_TYPE_MOTIFY_RENAKE /Users/brandon.dalton/L  brandon...  BioneAgent Packet" : { LG STAEE (4
) ES_EVENT_TYPE_NOTIFY_CREATE /Users/brandon.dalton/L- brandon... BioneAgent -apple. "Opcode" : "Standard", ES_EVENT_TYPE_NOTIFY_CREATE ()
5 ES_EVENT_TYPE_NOTIFY_GREATE /Users/brandon.dalton/L_ brandon... ~ BiomeAgent ey | "QR" : "Query' E5_EVENT_TYPE_NOTIFY_DELETEEXTATTR °
(53 ES_EVENT_TYPE_NOTIFY_RENAKE /Users/brandon.dalton/L_ brandon... ~ BiomeAgent - “Questions® 3 [ S ——— °
) ES_EVENT_TYPE_NOTIFY_CREATE /Usors/brandon.dalton/L. brandon... ~BiomsAgent
(€1 ES_EVENT_TYPE_NOTIFY_RENAKE /Users/brandon.dalton/L_  brandon... ~ BiomeAgent . i B GeEEEe " ES_EVENT_TYPENOTIFY_EXCHANCEDATA [J
B £8_IVENT_TYPU_JOTIFY_CRIATE /usace/brandon.dalton/L. _brandon...  blosergent Question Name" : "objective-see.org", ES_EVENT.TYPE_NOTIFY.EXEC ° ]
) ES_EVENT_TYPE_NOTIFY_CREATE /Users/brandon.dalton/L. brandon... BioneAgent w Question Class IN", Lo EVENT TYPE NOTIEY EXT °
Question Type" : "A u ~
ES_EVENT.TYPE_NOTIFY_FCNTL °
pomcrs fro, e £5_EVENT.TYPE_NOTIFY_FILE_PROVIDER_MATERIALIZE )
T st o B RAn i " ES_EVENT_TYPE_NOTIFY_FILE_PROVIDER_UPDATE
con. apple naworker. shared RA' No recursion available", . [
8 © xoprory. 3 . xpeproxy 3t ke d “Reode "No error' ES_EVENT_TYPE_NOTIFY_FORK [}
/systenr s e o 3 i smori
@ mavorker_sharsd s brar. - Version//Suport/ndvories_sares - awerkr < B RD" : "Recursion desired", Swe Contiguration
O @ cproxy Xpeproxy ”XI[? : 63159 ’ " -1d":296, "username” ofwaxwupda"" "ruid":200,"uid":200, “command* /8 ~ =
- com.apple.ps Ibin/ps P8 -0 rese 1951 TC Non-Truncated", tware Upd ‘
. comapple.es in/bost iah =6 o] 0 o YAA" : "Non- itative" 915, "teat_ 4" 5+ OFiginal. poide 1296, -ouid 1200, oL 1296, gL 1946, o1
jbes) opese /Adn/beshy Adn/shielp s AA" 1 "Non-Authoritative 96, "tty":"None*, "path":*/System/Library/CoreServices/Sof tware Update.app/ \\ )
@ comapple.sh Ibin/sh /bin/sh ~c ps -o rss=' 1951 ¥ s/SoftwareUpdateConfigbatas}}
© s comapple i Ibin/sless  sleep s } {"process* :{*ppid":296, "original_ppid":296, "pid":916, “username":*_softwar «
P 20, ’ 00, "pgid":916, "command” :* /S, yseam/unmylcmsmms/smwu- Update.ap
s CITn /opt/homebrew/ it ctatusd-darwin-arn6d ~G v1.5.4 -5 -1 -u -1 ~d -1 - -1 -m -1 -v FATAL ~t 20 o ces/SoftwareUpdateConfigData 052-91314", "tty": "None", "responsible_pid":29. w
- isczseSiptendy/evaten/l e U

a*, "session_id":296, 1200}, "ti " :"2024-85-01
P TYPE NOTLFY_ EXECHT



Building a detector

first... some questions to answer...

ﬂ What data do we have access to?
Given a “threat”...

What’re the visible end behaviors?

Using those behaviors write a “heuristic”
Test it

Tune it at scale



What’s our data source?

& ﬂ What data do we have access to? e“dpo'
Given a “threat”...

What’re the visible end behaviors?

Using those behaviors write a “heuristic”
Test it

Tune it at scale



AMOS

A case study - Stealer

(im] blog.kandji.io

Blog > Security > How AMOS m...

How AMOS macOS Stealer
Avoids Detection

Sam Mayers & Christopher Lopez
Mar 2, 2024

10 min read

Atomic macOS Stealer (AMOS) was first spotted in early 2023. It's a
powerful piece of malware that targets Apple users and tricks them into
installing the software on their computers. The malware is sold via

Telegram; as of January 20, 2024, the price was $3,000 a month.

Once installed, Atomic Stealer can exfiltrate an extensive amount of data,

including keychain passwords, user documents, system info, cookies,
browser data, credit card information, cryptocurrency wallets, and more.

ATOMIC MACOS STEALER (AMOS)
(The first and most famous stealer on Mac0S)

SYSTEM:

- Collect notes from Notes

- Keychain (Dump all saved user passwords)
- SystemInfo (Complete system information)
- Mac0S Password

- Hidden console when launching software

BROWSERS:

«q TELEGRAM

AMOS (MacOS Stealer)

ATOMIC MACOS STEALER

SYSTEM:

- Keychain (Export all passwords from
apple keychain)

- Systeminfo (Full information about
system)

- FileGrabber (Desktop, Documents)
- MacOS Password

BROWSERS:

- Chrome (Autofills, Passwords,

Cookies, Wallets, Cards)

- Firefox (Autofills, Cookies)

- Brave (Cookies,Passwords,Autofills,

Wallets, Cards) i
- Edge (Cookies,Passwords,Autofills,

Wallets, Cards)

- Vivaldi (Cookies,Passwords,Autofills, |
Wallets, Cards)

- Yandex (Cookies,Autofills, Wallets,
Cards) 1
- Opera
(Cookies,Passwords,Autofills, Wallets,Ca

rds)

- OperaGX
(Cookies,Passwords, Autofills Wallets,Ca

rds)

Kandiji and SentinelOne

System Preferences

To launch the application, you need to update the
system settings

Please enter your password.

Cancel

W



What’s the threat?

% B What data do we have access t0?
% B Given a “threat”...

What’re the visible end behaviors?

Using those behaviors write a “heuristic”
Test it

Tune it at scale



rab a sample

% | e 000 @ Downloads — -zsh — 80x24
o T e @D Sy [ [foxtrot@foxtrots-Virtual-Machine Downloads % ./CrackInstallI

LasthodifcationDate | [a]
Crackinstall 335.52KB. 6 hours ago
DETECTION  DETALS  RELATIONS  BEMAVIOR  COMMUNITY
Join the VT C¢ it) d enjoy insights and detecti Pl key
System Preferences
Popular threat label () trojan. Threat categories  trojan
Security vendors' analysis © Do you want to automate checks? s -
o - To launch the application, you need to update the
Avira (no cloud) 0SX/GM.Agent.QD ClamAv Unix.Malware.Macc 7468-0 il o
system settings
Cynet @ Malicious (score: 99) Emsisoft (@ Trojan.MAC Generic. 118365 (B) '
- @ TrofanMAC Generic 18365 eseraoDn @ Avariant OfOSK/PSWAGent AN Please enter your password.
Fortinet (@ MAC/Stealer.20ttr Google @ Detected ! l
|
Ikarus (@ Trojan.0SX K7GW. (@ Trojan (00401461 ) I se e
Lionic @ TrojanosxAmosiilc AX © Malware (ai Score=52)

Cancel OK

Symantec (@ o0sXTrojan.Gen.2 Tencent (@ OsxTrojan-QQPass.QQRob.Zchl
l.
VIPRE (@ Trojan.MAC.Generic.118365 Acronis (Static ML) © Undetected

VirusTotal April 30, 2024




: Some correlated
AMOS end behaviors events include:

Event correlation

Adhoc signed execution

Timestamp Event type Context ExeC uted for ~2 mlnutes
12:10:06.409 A ES_EVENT_TYPE_NOTIFY_EXIT Crackinstall

12:10:02.386 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall Created 3 files in the user’s home
12:10:02.381 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:10:02.346 %, ES_EVENT_TYPE_NOTIFY_FORK Crackinstall directo ry:

12:08:47.320 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:08:44.507 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall Sys info.txt
12:08:44.449 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:08:44.447 | [F) ES_EVENT_TYPE_NOTIFY_CREATE /Users/foxtrot/735085359/login-keychain p asswo r\d -e nt er ed
12:08:44.446 | [F] ES_EVENT_TYPE_NOTIFY_CREATE /Users/foxtrot/735085359/password-entered

12:08:44.335 % ES_EVENT_TYPE_NOTIFY_FORK Cracklinstall 1 og i n- key C h a i n
12:08:36.054 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:08:35.944 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:08:35.864 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall

12:68:35.764 % EBLEVENT_ VPR _NOTIFY_FORK exec_target.group_leader.
12:08:35.756 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall d o o —
12:08:35.756 [ ES_EVENT_TYPE_NOTIFY_CREATE |Users/foxtrot/735085359/Sysinfo.txt codesl g nin g_typ e ==
12:08:35.752 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall dh

12:08:35.673 % ES_EVENT_TYPE_NOTIFY_FORK Crackinstall .a oC

12:08:35.670 () ES_EVENT_TYPE_NOTIFY_MMAP Crackinstall

12:08:35.668 A & ES_EVENT_TYPE_NOTIFY_EXEC .[Crackinstall

Copyright 2022 Kandiji, Inc. All Rights Reserved.




AMOS end behaviors Some behaviors
Process group #1 include:

®@e®o (] EventFacts

Hides the terminal w/osascript

Subtree: 6
Metadata  Event correlation 4 | Process group 61  Initiating process ~ JSON

. o

e Makes a directory w/mkdir
2sh [ Process execution events in the same group as bash will show in this unified table.

CrackInst.. Timestamp Process name Signing ID Processp.. | Command line

o AR R Grabs the OS version w/sw_vers

with hidden answer'

sh sh —c osascript —e 'display dialog "To launch the application, you need to
bash GG @ d com.apple.sh Yy ‘523Zﬁzmtgieiiiﬁﬁﬂe25tﬂ:ﬁSizﬂﬁ"iﬁiiineﬂiiﬁuﬁ":n:iiiw?:dg;v‘ﬂ;"uﬁiﬁiier 30 Grabs ha dware info rm ation
with hidden answer'
12:08:35.946 @ dscl com.appledscl  /usr/bi.. dscl /Local/Default -authonly foxtrot
12:08:35.945 & bash com.applebash  /bin/ba.. sh —c dscl /Local/Default -authonly foxtrot .
12:08:35.944 @ sh com.apple.sh /bin/sh  sh —c dscl /Local/Default -authonly foxtrot "* W/System p r‘ofl 1e r‘
12:08:35.870 (I system_pro.. com.apple.syst.. /usr/sb. system_profiler SPDisplaysDataType -
12:08:35.868 () bash com.apple.bash /bin/ba.. sh —c system_profiler SPDisplaysDataType
12:08:35.864 (O sh com.apple.sh /bin/sh  sh —c system_profiler SPDisplaysDataType DlSplayS a d |a|Og W OS a S C r,ipt
12:08:35.767 {3 system_pro.. com.apple.syst.. /usr/sb.. | system_profiler SPHardwareDataType
12:08:35.765 < bash com.apple.bash  /bin/ba.. sh -c system_profiler SPHardwareDataType
12:08:35.764 & sh com.apple.sh /bin/sh  sh —c system_profiler SPHardwareDataType
12:08:35.758 (& sw_vers com.apple.sw_..  /usr/bi. sw_vers
12:08:35.757 (D bash com.applebash  /bin/ba. sh —c sw_vers
12:08:35.756 @ sh comapplesh  /bin/sh  sh -c sw_vers exec tar et co rrelated events
12:08:35.755 (& mkdir com.apple.mkdir  /bin/mk.. = mkdir /Users/foxtrot/735085359 — g — O
12:08:35.753 (D bash com.apple.bash  /bin/ba.. | sh -c mkdir /Users/foxtrot/735085359
iesiss. 72 © o comepdlosh /bin/sh | sh - mktix /Usos/oxtrot/735aaese has exec ta rget_p ath
12:08:35.678 @ osascript Con anploosser N/ Usz /b1l 2’2’?3522‘ -e tell application "Terminal® to set visible of front window . — . — —. ,
BCEERGE 6 T S?néﬁw"iisiﬁﬂﬁ-'e 'tell application "Terminal® to set visible of front /usr/bln/osascrl pt )
OHTFEREE G o ahean - fgn;gwo:s:iz:l—e 'tell application "Terminal® to set visible of front
12:08:35.668 A & Crackl.. setup-565549.. /Users/.. ./CrackInstall

Photos

Copyright 2022 Kandiji, Inc. All Rights Reserved.




AMOS end behaviors

Process group #2 (10s later,

Searches for installed

®e®o [J EventFacts € bash
-
Subtree: 3 L}
Metadata  Event correlation 20 | Process group 61 Initiating process ~ JSON
]
zsh Process group (61)
zsh Process execution events in the same group as CrackInstall will show in this unified table.
CrackInst.. Timestamp Process name Signing ID Process path Command line
AR N basename /Library/Application Support/Script Editor/Templates/Droplets/
12:08:44.501 (B basename com.apple.basena...  /usr/bin/w pocireiue’ Inage File Processing Droplet.app
°
one . basename /Library/Application Support/Script Editor/Templates/Droplets/Droplet d.F d kMDIt C t tT
12:08:44.560 & basename comapplebasena.. /usr/bin/. D22enEne JIbTAIV/ARRLICAtLo m 1 n em on e n y e
Lo, 3 basename /Library/Application Support/Script Editor/Templates/Droplets/
12:08:44.499 & basename com.apple.basena..  /usr/bin/.. Recursive File Processing Droplet.app
ane s basename /Library/Image Capture/Support/LegacyDeviceDiscoveryHelpers/
12:08:44.498 (O basename com.apple.basena..  /usr/bin/.. A zscanlegpeyBiscovery. apg
12:08:44.496 (O basename com.apple.basena..  /usr/bin/.. basename /Applications/Safari.app and Xa r\g S + ba S e n ame
12:08:44.495 (& basename com.apple.basena..  /usr/bin/.. basename /Library/Kandji/Kandji Agent.app
12:08:44.494 (O basename com.apple.basena..  /usr/bin/.. basename /Library/Application Support/Kandji/Kandji Menu/Kandji Menu.app
12:08:44.493 (O basename com.apple.basena..  /usr/bin/.. basename /Applications/Red Canary Mac Monitor.app
12:08:44.491 (O basename com.apple.basena..  /usr/bin/.. basename /Applications/The Legend of Pirates Online.app
12:08:44.490 O basename com.apple.basena..  /usr/bin/.. basename /Applications/Suspicious Package.app
12:08:44.489 (B basename com.apple.basena..  /usr/bin/. basename /Applications/Utilities/Kandji Extension Manager.app
12:08:44.487 (O basename com.apple.basena...  /usr/bin/.. basename /Applications/Kandji Self Service.app
12:08:44.486 (O basename com.apple.basena..  /usr/bin/.. basename /Applications/Visual Studio Code.app
12:08:44.454 & grep com.apple.bzfgrep  /usr/bin/.. grep -v /System
12:08: 840454 @ mafind i e Tgfmd KMDItemContentType 'com.apple.application-bundle' && kMDItemKind !=
ysten ——
12:08:44.454 (D xargs com.apple.xargs /usr/bin/.. | xargs -I % basename % exec arge ° process pa ——
— —
sh —c echo '
Installed Apps: “" ”n
12:08:44.451 <& bash com.apple.bash /bin/bash ' >> /Users/foxtrot/735085359/Sysinfo.txt 8& mdfind "kMDItemContentType == u sr In xar S
'com.apple.application-bundle' && kMDItemKind != 'System'" | grep -v '/System'
| xargs -I % basename "%" >> /Users/foxtrot/735e85359/Sysinfo.txt
sh -c echo '
Installed Apps:
12:08:44.450 (B sh com.apple.sh /bin/sh ' >> /Users/foxtrot/735085359/Sysinfo.txt && mdfind "kMDItemContentType ==

'com.apple.application-bundle’ &

Copyright 2022 Kandiji, Inc. All Rights Reserved.




What’re the behaviors?

% B What data do we have access t0?
% El Given a “threat”...

% [B] What're the visible end behaviors?

Using those behaviors write a “heuristic”
Test it

Tune it at scale



Detecting AMOS

" ES_EVENT_TYPE_AUTH_EXEC

exec_target.process_path == “/usr/bin/xargs”

&&

exec_target.group_leader.codesigning_type == .adhoc
&&

(

exec_target.process group.has_exec(‘/usr/bin/osascript’)

exec_target.group_leader.correlated_events.has_mmap(‘/System/.../AppleScript.component/’)

exec_target.group_leader.correlated_events.has_mmap(‘“/System/.../JavaScript.component/’)




Testing!

& ﬂ What data do we have access to?
@ B Given a “threat”...
@ &l What’re the visible end behaviors?

@ K3 Using those behaviors write a “heuristic”
Test it
Tune it at scale

and lastly...maintain



Our options for testing?

)
(o))

Ideally) With the sample used to build the detector

Engineer emulation and use that focusing on core behaviors

Process group (61)

@ Process execution events in the same group as CrackInstall will show in this unified table.

Timestamp

12:

144.501

12:08:44.500

12

44.499

12:08:44.498

12:08:44.454

12:08:44.451

Process name

@

&

BRI RRE & B

[

basename

basename

basename

basename

basename
basename
basename
basename
basename
basename
basename
basename
basename
arep
mdfind

xargs

Signing ID

com.apple.basena...

com.apple.basena...

com.apple.basena...

com.apple.basena...

com.apple.basena...
com.apple.basena...
com.apple.basena...
com.apple.basena...
com.apple.basena...
com.apple.basena...
com.apple.basena...
com.apple.basena...

com.apple.basena...

com.apple.bzfgrep
com.apple.mdfind

com.apple.xargs

com.apple.bash

Process path

/usr/bin/..

Jusr/bin/..

Jusr/bin/..

/usr/bin/..

/usr/bin/..
/usr/bin/..
/usr/bin/..
/usr/bin/..
/usr/bin/..
/usr/bin/..
Jusr/bin/...
/usr/bin/..
/usr/bin/..
/usr/bin/..

/usr/bin/..

/usr/bin/..

/bin/bash

Command line
basename /Library/Application Support/Script Editor/Templates/Droplets/
Recursive Image File Processing Droplet.app

basename /Library/Application Support/Script Editor/Templates/Droplets/Droplet
with Settable Properties.app

basename /Library/Application Support/Script Editor/Templates/Droplets/
Recursive File Processing Droplet.app

basename /Library/Image Capture/Support/LegacyDeviceDiscoveryHelpers/
AirScanLegacyDiscovery.app

basename /Applications/Safari.app

basename /Library/Kandji/Kandji Agent.app

basename /Library/Application Support/Kandji/Kandji Menu/Kandji Menu.app
basename /Applications/Red Canary Mac Monitor.app

basename /Applications/The Legend of Pirates Online.app

basename /Applications/Suspicious Package.app

basename /Applications/Utilities/Kandji Extension Manager.app

basename /Applications/Kandji Self Service.app

basename /Applications/Visual Studio Code.app

grep -v /System

mdfind kMDItemContentType
'System'

‘com.apple.application-bundle' 8& kMDItemKind !=

xargs -I % basename %

sh -c echo '

Installed Apps:

' >> /Users/foxtrot/735085359/Sysinfo.txt && mdfind "kMDItemContentType
‘com.apple.application-bundle' & kMDItemKind != 'System'" | grep -v '/System'
| xargs -I % basename "%" >> /Users/foxtrot/735085359/Sysinfo.txt




Emulation
Building the threat

Requirements Game plan

1. Just compile locally!
2. Use something like popen( .. .)

1.  Adhoc signed

2. Calls xargs in same proc group
3. Leverages OSA

3. Two variations
a. API(NSAppleScript/0SAKit)and

b. Command line

) ./amos_poc

Executing AppleScript via NSAppleScript API
Dialog displayed successfully.

OQutput: An example string to xargs!

File created successfully at /tmp/danger.txt



A Demo time

The result?

) ./amos_poc

Executing AppleScript via NSAppleScript API
Dialog displayed successfully.

zsh: killed ./amos_poc





https://docs.google.com/file/d/1CiIIvNw48IUWjMdYxyMo4R77LUABEgO1/preview

¥ AMOS resiliency!

ro (N W foxtrot — ObjectiveDefens « sudo — 80x24

[foxtrot@foxtrots-Virtual-Machine ~ % sudo ObjectiveDefense
# Terminated GID: 748
A\ Detected: AMOS-STEALER on event type: ES_EVENT_TYPE_AUTH_EXEC




Building a detector

% B What data do we have access to?
% B Given a “threat”...

% Bl What're the visible end behaviors?

Using those behaviors write a “heuristic”
% B Test it
Tune it at scale

and lastly...maintain



» sudo ./ObjectiveDefense
A\ Detected: AMOS-STEALER on event type: ES_EVENT_TYPE_AUTH_EXEC
A Detected: AMOS-STEALER on event type: ES_EVENT_TYPE_AUTH_EXEC

Hello, World! via NSAppleScript ) ./amos_poc
Executing AppleScript via NSAppleScript API

Cancel | OK ]
Dialog displayed successfully.
zsh: killed ./amos_poc

Thank you

Brandon Dalton / brandon.dalton@kandji.io



