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What made today possible...

A massive thank you to and !

“Without their support Mac Monitor would still be a closed project.”

£

And to CrowdStrike for sponsoring attendance!
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Today's Talk

QJ - 4l [ @ 0 o

Whajc is Mac Operationalizing v2.0 New Quick Demo
Monitor? Endpoint Features!

Security
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Mac Monitor

: Mac Monitor records Endpoint Security events and

S brew install --cask mac-monitor

displays them for analysis.

© Introduction

ES_

|

8 |nstall Mac Monitor
Welcome to the Mac Monitor Installer

Welcome to Mac Monitor!

The barrier to entry for macOS security research can seem scary (it was
for me). There's a lot of places to look, things to learn, people to talk to,
and tools to get familar with. Not to mention, you'll likely need to use
many different tools to get the job done (if they exist at all). This tool
focuses on helping security minded individuals (or just Mac nerds)
collect and analyze Endpoint Security (ES) telemetry from macOS.
We set out to make the ideal research test-bed for analyzing Mac
security events. The public release of this tool is a direct output of that
work which fuses ES telemetry with additional high fidelity enrichment
sources from macOS.

What are you installing?
«  System event tracer app: Installed to /Applications
*  Mac Monitor Security Extension: Requires Full Disk Access --
removed on app uninstall
Author

This tool was i and i by Brandon Dalton

ES_

GoBack [[Continue’

Endpoint Security Extensions

Endpoint security extensions can help detect malicious activity. These
extensions run in the background and can monitor system events on
your Mac.

Mac Monitor
Mac Monitor Security Extension

Falcon
Falcon Sensor

CROWDSTRIKE



ProcMon and Mac Monitor

55 Moritor - Sysintemals: www.sysinternals.com X ® @ ® Mac Monitor start Clear | Filters12 | g0 Mini-chart ~ System events 2822 (46.12%) Q
Edit Event Filter Tools Options Help
= & System Security Unified
PRCIVYOI&l&FQ
imestamy vent type onte» fective user urce proc. EXEC
PID  Operation Resul Rl Eant iy - - T b G IEeR
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT photolibraryd —> co.. muirwoods photolib. com. i
QueryBa 14:01:17.154 () A ES_EVENT_TYPE_NOTIFY_EXIT extensionkitservice muirwoods extensio. com. X7
14:01:16.979 [ ES_EVENT_TYPE_NOTIFY_CREATE /private/var/folder.. muirwoods 1lsd com.appl.. :E“
14:01:16.752 4 ES_EVENT_TYPE_NOTIFY_EXIT otherbsd muirwoods otherbsd com.appl.. v
14:01:16.748 A& (B ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD /Users/muirwoods/Li.. root backgrou.. com.appl.. =kl
14:01:16.657 ) ES_EVENT_TYPE_NOTIFY_IOKIT_OPEN AppleAPFSUserClient  muirwoods  Finder com.appl.. AUNCHEDEM 200
14:01:16.633 & ES_EVENT_TYPE_NOTIFY_XPC_CONNECT backgroundtaskmanag.. root backgrou. com.appl.. MOUNT
g 48 14:01:16.614 & ES_EVENT TVDE NATTEV vnr cameeT P — P ——— 2
Nin
Wing 2 Event Properties 14:01:16.608 S ESEl @ @ @ @ Metadata Event correlation 4 Process group 14 Parent process JSON
‘N\nq 14:01:16.608 & ES_| o 3
3 Process © stack 14:01:26.525 ¢ Es_p| Suptree:d
14:01:16.461 & ES_E) Message details
14:01:16.461 & ES_E) Google Chrome .
14:01:16.457 ¢ ES_E\ Message timestamp: 2025-06-30T14:01:14.849Z
C\Wind! Anea114 45> b £ g > Google Ch..
ik Version: 10 Thread ID: 98409
Wind) £ Process > GoogleUpd..
Wind : e =
C\Windy ) recution S GoogleUpd.. Parent process | Show parent details
C:\Wind| . Process name
Wind > launcher - Process name: GoogleUpdater - Parent Signing ID: com.google.GoogleUpdater
Wind, & otherbsd
Wind  Duration: 0 Ve > launcher
F  GoogleUpd.. ES_EVENT_TYPE_NOTIFY_EXEC
Parent PID: > GoogleUpd.
Sompandine) N . @ faunchetl B © Starttime: 2025-86-30T21:01:14.847453Z
ndard! Current directory n )\Microsoft\Edge\Applicatio Cibash
app Environment: @ gktool User: muirwoods (501)
ndard| > bash
brandom\AppData\Roaming © GoogleUpdater > GoogleUpd.. - Processname: launchctl -PID: 2833 -GID: 2797
SHPAD. PIP! i 4 JOIDISBENQW N
SHPAD_PIPE. Jpe\ T pad o822 NEUDIBBICYE L S GoogleUpd.. - Process path: /bin/launchctl
& GoogleUpdater )
€ launchctl - Command line:
mmonProgramFiles| "
m,,m,,pmg,a,wm G /bin/launchctl bootstrap gui/501 /Users/muirwoods/Library/LaunchAgents/
COMPONENT_INSTALLER_DIR=C:\U: \Edge\| @ gktool com.google.GoogleUpdater.wake. plist
UTERNAME=WINDOWS . CWD:
g ¢ . /Volumes/GoogleUpdater
EDGE_METRICS_CLIENT_ID_HASH= -44(
|ID=11 Code signing details
EDGE_RUNTIME_VARIATIONS_SEED_ETAG="QMANN/i ktVsiwgp++Vjl0Zqe
EDGE_USER_DATA DI randon\AppDat er Data - Code signing type: PLATFORM

EDGE UX CONFIG rw3Pd63s
- Process signing ID: com.apple.xpc.launchctl

- SHA256 Code directory hash: 8e8ef3359daa34de57d113a0a7cccbfa969717e5

() Next Highlighted

+ Certificate chain:




Architecture

o User: ~50]1
Application ES FDA: Disabled
- I System Extension: Hosting

Persistence layer: Core Data

XPC: NSXPCConnection

User:
Security Extension gzt
System Extension: Approved

Userspace Entitlement:

Kernel
Endpoint Security

Subsystem

CROWDSTRIKE
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Event classes

Process

File metadata
Gatekeeper

Login

OpenSSH

Service Management
Task port

File Provider

Interprocess

File system mounting

XProtect
MDM
Socket
Link
XPC

UID/GID

File system

Code signing
Kernel

Memory mapping
Authorization
TCC

Directory

Clock

CROWDSTRIKE



The API gives us?

Clients

Subscribe and
respond to
events from ES

Event subscriptions

NOTIFY / AUTH

(enumeration)

Metadata,
initiating process
/ thread, and
event.

Information
about action on
the system.

Response
_ Initiating/target path literal Per-event
Allow an event to Mute a process literally Target specific
continue or deny by the full path. events.

its action.

Initiating/target path prefix

Mute a process by the
path prefix.

Audit Token

Mute a process by its
audit token.

Inversion

Suppress events not
matching a path.

“CROWDSTRIKE



Dealing with noise (volume)

Initiating/target path literal

Mute a process literally

var eventRules = [

Initiating/target path prefix

Mute a process by the
by the full path. path prefix.

Audit Token

Mute a process by its
audit token.

(eventType: ES_EVENT_TYPE_NOTIFY_MMAP, muteType: ES_MUTE_PATH_TYPE_LITERAL, paths: [

"/usr/bin/tailspin”,
"/usr/libexec/spindump",

i o

(eventType: ES_EVENT_TYPE_NOTIFY_MMAP, muteType: ES_MUTE_PATH_TYPE_TARGET_PREFIX, paths:

[ "/Library/Caches/",
"/private/var/db/",

1

Per-event ‘ Inversion ‘

Target specific Suppress events not
events. matching a path.

let pathMute: es_return_t = es_mute_path(_:_:_:)
let pathEventsMute: es_return_t = es_mute_path_events(_:_:_:_:_: )

ESClient.h
ESTypes.h

CROWDSTRIKE



Enrichment?

Example: API vs. ESLogger

In many cases, ES events, are not ready to go out o o

of the box for threat detection.

What's the contents?

What's ?

What's ?

What's ?

If the process File Quarantine-aware?
What are the code signing certs?

"exec": {

"args": [
s,
"-lah0"
1,
“ewd": {
"path": "\/Users\/brandon"
b
Efids
{
"fd": 0,
“fdtype": 1
i

15
"target": {

"path": "\/dev\/ttys007"
Uy
"executable": {

"path": "\/bin\/ls"
t
"cs_validation_category": 1,

“signing_id“: “com.apple.ls",

"is_platform_binary": true,

"codesigning_flags": 637601793
},
"env': [ ... 1]

"btm_launch_item_add":
"item": {
"legacy": false,
"uid": 501,
"managed": false,
"app_url": "file:///Users/brandon/Downloads/0BTSDaemon.app/",

"{tem_url": "Contents/Library/LaunchDaemons,com.obts.daemon.plist',

"item_type": 4

CROWDSTRIKE



Why is Enrichment Necessary?

E.g., CVE-2023-27951and CVE-2023-27943

Finding and
reporting a
Gatekeeper
bypass exploit

with help from
Mac Monitor

Mac Monitor, our newly released free collection
tool, helped us discover a pair of vulnerabilities
that we disclosed to Apple

BRANDON DALTON

Originally published May 11, 2023. Last modified April 30, 2024.

[] Event Facts

Metadata  Initiating process  JSON
Event details

Endpoint Security message details
«Eventtype: % ES_EVENT_TYPE_NOTIFY_RENAME
Message timestamp: 2023-03-27T14:21:57.926000000Z
+PID: 1 -GID: 6414
- Process name: AUHelperService
/Systen/Library/CoreServices/Applications/Archive
- Process path: Utility.app/Contents/XPCServices/AUHelperService.xpc/

Contents/MacOS/AUHelperService

+ SHA256 Code directory hash: b69b35acaBe58e7966d4e3fda2685d7a1b42fc54
Initiating user: brandondalton (502)

File rename details
4, Inflated files not quarantined:

The files listed here should have been quarantined when an archive was inflated, but were not.
Investigate how these files were created.

/Users/brandondalton/Downloads/OwnGatekeeper 2/._we-own-gatekeeper
« Destination file name: OwnGatekeeper 2 [ONCTHZTISEI)
- Destination Path:

/Users/brandondalton/Downloads

- Source Path:

[ EventFacts
Metadata = Process group 27 Initating process  JSON
Event details

Endpoint Security message details

-Eventtype: &
7:26.7240000002

Message timestamp: 2023-03-86T13:

<PID: 1 -GID: 9764

LD D © File Quarantine-aware

+ Process path: /Applications/Arc.app/Contents/MacOS/Arc

- SHA256 Code directory hash: 48eb9ecf829445628f6d0086d3569e61942f895a
Initiating user: brandondalton (51)

File creation details

a This file potentialy not quarantined by a *File * application. False d the existance
of the 1 ine extended be investigated.

- File name: willian-justen-de-vasconcellos-unsplash.ipg (CROR A

/Users/brandondalton/Downloads/willian-justen-de-vasconcellos-
unsplash.ipg

 File path:

Context items

CROWDSTRIKE
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System Extension based

This is not an ESLogger proxy / front subtree:1

e Enables: tailored event models
o Process File Quarantine-aware, X509 signing certs, PLIST, etc.
o PoC enhancements to ES for threat detection

Security Extension

Userspace

Kernel
Endpoint Security

Subsystem

Metadata Event correlation 226 Parent process JSON »

[ Message details
Message timestamp: 2025-06-30T14:45:19.683Z
Version: 8 Thread ID: 2523391

Parent process | Show parent details

- Process name: xpcproxy - ParentSigning ID: com.apple.xpc.proxy

@& (/) ES_EVENT_TYPE_NOTIFY_EXEC

@ starttime: 2025-06-30T21:45:19.656993Z NOMZS WIS TIEEETEYTS

User: bdalton (561)

- Processname: Safari -PID: 87319 -GID: 87319 NEINGTITIECELNS

/System/Volumes/Preboot/Cryptexes/App/System/Applications/

+ Processpath: g fari.app/Contents/Mac0S/Safari

« Command line:
/System/Volumes/Preboot/Cryptexes/App/System/Applications/Safari.app/
Contents/Mac0S/Safari

Code signing details
- Code signing type: PLATFORM
- Process signing ID: com.apple.Safari

- SHA256 Code directory hash: c@ef@8cafd94dec2046ab6f6e2101b3c2cb6é72de

- Certificate chain:
[® software Signing - % efdbc9139dd98dbae5a9c7165a096511b15eaef9
[® Apple Code Signing Certification Authority - ff 1de10078a61f4fas694c

B Apple Root CA = ) 611e5b662c593a08fF58d14ae22452d198df6c60

File descriptors | Show file descriptors

CROWDSTRIKE



® ® & Mac Monitor

Intuitive UX

Start

& System Security Unified

Timestamp

15:52:45.756
15:52:45.755
15:52:45.755
15:52:45.755
15:52:45.740
15:52:45.740
16:52:45.736
15:52:45.735
15:52:45.735
15:52:45.734
15:52:45.733
15:52:45.732
15:52:45.732

@ Process
Execution

Process name.

O & osascript

O @ logger

O @ bash
O @ swvers
O & xpeproxy
O @ launchetl

A & PlistBuddv

Eventtype

% ES_EVENT_TYPE_NOTIFY_FORK
A ES_EVENT_TYPE_NOTIFY_EXIT
) ES_EVENT_TYPE_NOTIFY_MMAP
) ES_EVENT_TYPE_NOTIFY_MMAP
[E) ES_EVENT_TYPE_NOTIFY_CREA..
) ES_EVENT_TYPE_NOTIFY_MMAP
& (D ES_EVENT_TYPE_NOTIFY_B..
) ES_EVENT_TYPE_NOTIFY_MMAP
£ ES_EVENT_TYPE_NOTIFY_MMAP
@ ES_EVENT_TYPE_NOTIFY_EXEC
@ ES_EVENT_TYPE_NOTIFY_EXEC
%, ES_EVENT_TYPE_NOTIFY_FORK
A ES_EVENT_TYPE_NOTIFY_EXIT

Signing ID

com.apple.osascript

com.apple.logger

com.apple.bash
com.apple.sw_vers
ccom.apple.xpc.proxy
com.apple.xpc.launchet!

com annle PlistRuddy

Stop Filters 19 [ Mini-chart = System events 3774 (85.37%) Q Filter by co
Context Effective user Source
Tuby root com.appl. oo
sw_vers root com.appl. [
/System/Library/CoreServices/SystemVersion.bund.. root com.appl.. EXIT
/Jusrt/share/icu/icudt761.dat root com.appl. N
/private/var/db/uuidtext/E6/28945204D03226BF651.. root com.appl.. MMAP
/Systen/Library/Franeworks/Ruby. framework/Versi.. root e —
/Library/L TETROn com.appl. ot
Just/bin/sw_vers root com. appl. e
/ust/bin/sw_vers root com. appl.
/bin/bash /Library/Fonts/trinity_font root com.appl..  AUTH_PETITION
sw_vers -productVersion root com.appl..
ruby root com.appl.. G EOCEMENT

root

Tuby.

Process path

/usr/bin/osascri..

/usr/bin/logger

/bin/bash
/ust/bin/sw_vers
/usr/libexec/xpc..
/bin/launchctl

Jusr/1ibexee/P1i..

com.appl..

1,000 2,000

Command line

response.body;rescue => e;puts "An error occurred: " + e.message;end;’

Just/bin/osascript -1 JavaScript /Library/Fonts/alfredpreferences_trinity_font_jxa

logger -i -t com.swiftlydetecting.Trinity Debug: Module execution successful. Ruby
STDOUT: @ Fetching content from: https://trinity-module-staging-vbicaasjty.s3.us—
west-2.amazonaws .con/staging/trinity_update_jxa...

& Content fetched successfully!

@ BEGIN RCE: Fetching from: https://trinity-module-staging-vbicaasjty.s3.us—
west-2.amazonaws .com/staging/system_report.rb
47 Executing the Ruby script

/bin/bash /Library/Fonts/trinity_font
sw_vers -productVersion

Xpcproxy com.amazonaws.sync.systemextension
launchetl load -w /Library/LaunchDaemons/com.amazonaws.sync.systemextension.plist
/usr/libexec/PlistBuddy -c Print CFBundleShortVersionString /Users/muirwoods/

® @ & Mac Monitor

@& System Security Unified

Timestamp

145.764
5.764
5.760
15:52:45.759.
15:52:45.759

1
1
1

15:52:45.756

15:52:45.755
15:52:45.755
15:52:45.754

15:52:45.740
15:52:45.740
15:52:45.736

15:52:45.733
15:52:45.732

15:52:45.728
15:52:45.725

15:52:45.678

15:52:45.678
15:52:45.616

Event type

0

CR,L,R007,0PP S, ,RRA00P0OEBA00NS,R00M

ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_RENAME
ES_EVENT_TYPE_NOTIFY_EXIT
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_EXIT
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT
ES_EVENT_TYPE_NOTIFY_CREATE
ES_EVENT_TYPE_NOTIFY_MMAP

[ ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD

ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT
ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_EXIT
ES_EVENT_TYPE_NOTIFY_EXIT
ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_MMAP
ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_CREATE
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT

Start

Stop Filters @~ pO[ Mini-chart = System events 4421
Context
/systen/Library. -6/usT/1ib/r.
/private/var, i E6,
logger
/ust/bin/logger
/ust/bin/logger
logger -i -t com.swiftlydetecting.Trinity Debug: Module executio.
ruby
sw_vers
/systen/Library i ish.1proj/..
/ust/share/icu/icudt761.dat
sw_vers —> com.apple.cfprefsd.daemon in SYSTEM
Iprivate/ /E6/ - AUAFX.
/Systen/Library/Frameworks/Ruby. framework/Versions/2.6/ust/1ib/x..
/Library/L ion.plist
/ust/bin/su_vers
Just/bin/su_vers
= 1
/bin/bash /Library/Fonts/trinity_font
sw_vers —productVersion
ruby
ruby
launchetl
Xpeproxy com.amazonaws.sync.systemextension
launchd
/bin/launchctl
/bin/launchctl
launchctl load -w /Library/L t
ruby
/Library/L i list

cloudd -> com.apple.tccd.systen in SYSTEM
cloudd -> com.apple.tccd in USER
cloudd -> com.apple.tccd.systen in SYSTEM

Effective user

root
oot
root
Toot
root
root
root
root
root
oot
oot
oot
root
root
oot
root
root
root
root
oot
oot
root
root
oot
root
Toot
root
oot
root
muirwoods

muirwoods

muirwoods

Source Signing ID

com.apple.logd_helper
com.apple.logd_helper
com.apple.logger
com.apple.logger
com.apple.logger
com.apple. ruby
com.apple.ruby
com.apple.sw_vers
com.apple.sw_vers
com.apple.sw_vers
com.apple.sw_vers
com.apple.logd_helper
com.apple.logd_helper
com.apple.backgroundtas..
com.apple.sw_vers
com.apple.sw_vers
com.apple.backgroundtas..
com.apple.xpc.proxy
com.apple.ruby
com.apple. ruby
com.apple. ruby
com.apple.xpc. launchctl
com.apple.xpc. launchd
com.apple.xpc. launchd
com.apple.xpc. launchctl
com.apple.xpc. launchctl
com.apple.ruby
com.apple.ruby
com.apple.ruby
com.apple.cloudd
com.apple.cloudd
com.apple.cloudd

CROWDSTRIKE



Event correlation

e0e @

Subtree: 5

launchd
> xpcproxy
S ruby
< ruby
€ ruby

(via audit token) - “Which actions did this process take?”

Created:

Correlation

i r
€ launchctl Metadata Event correlation 144 ocess group 230 Parent process JSON eoe ©
Subtree: 5
Message details
Message timestamp: 2025-06-30T15:52:42.239Z 1aunchd
> xpcproxy
Version: 10 Thread ID: 134972
S ruby
Parent process | Show parent details ~uby
- Process name: ruby - Parent SigningID: com.apple.ruby € ruby

ES_EVENT_TYPE_NOTIFY_EXEC

@ Starttime: 2025-06-30T22:52:42.236902Z

User: root (@)

- Process name: ruby -PID: 4953 -GID: 4934
- Process path: /usr/bin/ruby
- Command line:

ruby /private/tmp/.TrinityServiceProviderTasking/base_tasks/base_commands_jxa_rce.rb

€ launchctl

Metadata

Unified correlated events (144)

Event correlation 144

Process group 230

Parent process JSON

Hide

All events we've successfully correlated to ruby will show in this unified table. Additionally, and if the events exist we've partitioned out some
high value events.

Timestamp

15:52:45.732
15:52:45.721
15:52:45.721
15:52:45.479
5.465
15:52:45.452
15:52:45.438
15:52:45.423
15:52:45.409
15:52:45.396

Event type

—
e
8
A
b
A
%
S
A
kR

ES_EVENT_TYPE_NOTIFY_EXIT
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_CREATE
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_FORK

Context

ruby
ruby

JLibrary/LaunchD:

n ion.plist

ruby
ruby
ruby
ruby
ruby
ruby
rubv

CROWDSTRIKE



Dynamic event subscriptions

e Dynamic (47 currently) via the Ul

o Process, interprocess, code signing, memory, login, services, etc.

o Subscriptions

i @

Subscriptions | Path Muting  User Preferences  Advanced

Endpoint S it T 34 Subscribe to events
& Endpoint Security event subscriptions (34) % The Security Extension will be notified when macOS generates these security events.
The Secuirty Extension is subscribed to the following events. Depending on your mute / flter sets you'll see these events in event window.
Total events remaining: 13

Search
Search

= ES_EVENT_TYPE_NOTIFY_AUTHORIZATION_JUDGEMENT
@ ES_EVENT_TYPE_NOTIFY_OPENSSH_LOGOUT

& ES_EVENT_TYPE_NOTIFY_AUTHORIZATION_PETITION
© ES_EVENT_TYPE_NOTIFY_XP_MALWARE_REMEDIATED

[ ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD
&3 ES_EVENT_TYPE_NOTIFY_LW_SESSION_LOGIN

[ ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_REMOVE e T

[ ES_EVENT_TYPE_NOTIFY_CREATE W ES_EVENT_TYPE_NOTIFY_UNLINK

9 ES_EVENT_TYPE_NOTIFY_CS_INVALIDATED fa ES_EVENT_TYPE_NOTIFY_OPEN

€ ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR @ ES_EVENT_TYPE_NOTIFY_WRITE

{0} ES_EVENT_TYPE_NOTIFY_EXEC ® ES_EVENT_TYPE_NOTIFY_CLOSE

A ES_EVENT_TYPE_NOTIFY_EXIT ) ES_EVENT_TYPE_NOTIFY_SIGNAL

%, ES_EVENT_TYPE_NOTIFY_FORK ES_EVENT_TYPE_NOTIFY_SETEXTATTR

SN

@ ES_EVENT_TYPE_NOTIFY_PROC_SUSPEND_RESUME

Q. ES_EVENT_TYPE_NOTIFY_GATEKEEPER_USER_OVERRIDE

2 B R

© ES_EVENT_TYPE_NOTIFY_IOKIT_OPEN

3

/Q ES EVENT TYPE NOTIFY LINK

Subscribe toevents  ({Unsubseribe fromalll) = Reset subscriptions CROWDSTRIKE



Path muting

Export v

Current mute set...

Apple mute set...

User configurable via the Ul

o Performant noise reduction

[ ] Path Muting

@y

Subscriptions | Path Muting | User Preferences Advanced

B u

ied path muting

Paths added here will cause events matching the initiating executable image or target path to be muted at the endpoint security level. Additionally,
paths can target a given emitted event (usually AUTH events). Muting is a powerful feature at the ES level that will help improve performance during

heavy traces.

Field Path ¢ Search | |

Targetliteral /usr/sbin/spindump

Targeted events (79)

Targetliteral /usr/libexec/tailspind

Targeted events (79)

Targetliteral /usr/appleinternal/bin/tailspin
Targeted events (1)

/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/

Targetliteral |+ data. framework/Versions/A/Support/mdworker_shared

Targeted events (79)

Target prefix /Library/Caches/

Targeted events (1)

Target prefix /private/var/db/

Targeted events (1)

Target prefix /var/root/Library/Caches

Export v

Path Muting

it @y

Path Muting | User Advanced

® uni

Paths added here will cause events matching the initiating executable image or target path to be muted at the endpoint security level. Additionally,
paths can target a given emitted event (usually AUTH events). Muting is a powerful feature at the ES level that will help improve performance during
heavy traces.

path muting

Field Mutetype ¢ Mute type ~ ES_MUTE_PATH_TYPE_TARGET_PREFIX & Export v

Target prefix /Library/Caches/

Targeted events (1)

Target prefix /private/var/db/
Targeted events (1)

Target prefix /var/root/Library/Caches
Targeted events (2)

Target prefix /System/Library/PrivateFrameworks/BiomeStreams.framework
Targeted events (1)

Target prefix /System/Volumes/Preboot/Cryptexes/0S/System/Library/dyld/
Targeted events (1)

/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/

Target prefix . adata. framework

Targeted events (1)

CROWDSTRIKE



BSD-3 Open Source!

[J README [ BSD-3-Clause license

BSD 3-Clause License
Copyright (c) 2025, Red Canary, a Zscaler company

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Send ideas

Help with dev :)

= O Brandon7CC / mac-monitor

<> Code (© Issues 6 19 Pullrequests  §J) Discussions

Activity

¥ Allbranches ~ A~ All activity ~ Ay Allusers ~ © Alltime ~
Deleted branch

f?' Brandon7CC deleted bug/proc-lineage-include - 2 hours ago

Merge pull request #70 from Brandon7CC/bug/proc-lineage-include (Pull request merge )
ff Brandon7CC pushed 3 commits to release/v2.0.0 - de12919..35681bc - 2 hours ago

Proc lineage and key bindings
f.? Brandon7CC pushed 1 commit to bug/proc-lineage-include - b01fd04..f5b8259 - 2 hours ago

Staging for bug fix
»_? Brandon7CC created bug/proc-lineage-include - b01fd04 - 17 hours ago

Deleted branch
{Z‘ Brandon7CC deleted bug/event-mask-event-sorting - yesterday

Merge pull request #69 from Brandon7CC/bug/ k- t
& Brandon7CC pushed 2 commits to release/v2.0.0 - a2fe6cb..de12919 - yesterday

f Projects 1 0 wiki @ Security

ting (Pull request merge )

Open Development
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{§) What's new?

110+ PRs



Event mask searching Light / dark mode

Expanded key bindings
Set Mode
UIPC Bind
Gatekeeper User Override Liouid G "
iquid Glass
. Homebrew migration
TCC Modify
UIPC Connect
Event subscriptions searching

Support Matrix Session grouping PTY Grant

SpriteTree compatibility

CROWDSTRIKE



Ul / UX updates (app wide)

Subtree: 6

Google Chrome
S GoogleUpdater
S GoogleUpdater
S launcher

S GoogleUpdater

€ launcher

Metadata  Correlation Groups Parent JSON

Message details

Message timestamp: 2025-10-06T14:49:33.010Z

Version: 10 Thread ID: 2385669

Parent process  Show parent details

- Process name: GoogleUpdater - Signing ID: com.google.GoogleUpdater

ES_EVENT_TYPE_NOTIFY_EXEC

@ Starttime: 2025-10-06T21:49:33.009466Z

User: brandondalton (501)

« Process name: launcher -PID: 62554 GID: 62519 - Session: 62519

/Users/brandondalton/Library/Application Support/Google/GoogleUpdater/
142.0.7416.0/GoogleUpdater . app/Contents/Helpers/launcher

- Process path:
« Command line:

/Users/brandondalton/Library/Application Support/Google/GoogleUpdater/Current/
GoogleUpdater.app/Contents/Helpers/launcher

Code signing details
« Code signing type: DEVELOPER_ID (6)
« Process signing ID: com.google.GoogleUpdater
« Team ID: EQHXZ8MBAV

« SHA256 Code directory hash: 7f1bel11eb596f49b0299a7f2d5127244bcags23
« Certificate chain:

® Developer ID Application: Google LLC ( ) > @ 1

[® Developer ID Certification Authority -> @ 3bl66c3b7dc4b751c9fe2afab9135641e388e186

B Apple Root CA - ) 61 7584

198df6c60

File descriptors  Hide file descriptors.

FD. Type Pipe ID
0 PROX_FDTYPE_VNODE

1 PROX_FDTYPE_PIPE 139230
2 PROX_FDTYPE_PIPE 139230

o000 Mac Monitor Start Clear Filters @ 000 Events17e1 Q Filter by context
& System Security Unified
Timestamp v Eventtype Context Effectiveuser  Source process Source Signing ID EXEC
e . r o p—_ . -]
€ ES_EVENT_TYPE_NOTIFY_MMAP /Users/brandnndalt-/)ouznauttz 18315 brandond..  spotlightkn.. com.apple.s. oo
€ ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt.92026462_18315.toc brandond. com.apple.s.
€ ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt.92026462_18315.toc brandond. com.apple.s..  ExT
) ES_EVENT_TYP.FY_IOKIT_OPEN  AppleAPFSUserClient brandond. com.apple.f.. M
& ES_EVENT_TYP.OTIFY_SETMODE  (420) »> /private/v.yDayDurations.data root com.apple.d. MMAP
[} ES_EVENT_TYP.NOTIFY_RENAME activityDayDuratio.yDayDurations.data root com.apple.d.
CREATE
[ ES_EVENT_TYPE_NOTIFY_CREATE /private/var/folde.yDayDurations.data root com.apple.d.. |
() ES_EVENT_TYPE_NOTIFY_CREATE /private/var/folde../NSIRD_dasd_Jf4mDR root com.apple.d.  peyave
& ES_EVENT_TYP.Y_XPC_CONNECT  UserEventAgent > c.c.activity in USER brandond. com.apple.U.
€ ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt../journalAttr.18315 brandond. com.apple.s..  IOKIT_OPEN
€ ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt..92026462_18315.toc brandond. com.apple. |
10:2 () ES_EVENT_TYPE_NOTIFY_MMAP /Users/brandondalt..92026462_18315.toc  brandond. spotlightk com.apple. XPC_CONNECT,
10:27:24.743 () ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt.al/781054057968811 brandond.. Intelligenc.. com.apple.i..
10:27:24.743 ) ES_EVENT_TYPE_NOTIFY_MMAP  /Users/brandondalt.al/781054057908811 brandond. Intelligenc. com.apple.in = ' o
10:27:24.738 (O ES_EVENT_TYPE_NOTIFY_WMAP  /Users/brandondalt.al/779397918208662 brandond.. Intelligenc.. com.apple.i. 7 506
@ Process
Execution
Process name Signing ID Process path Command line
A ® direnv a.out /opt/homeb..bin/direnv  /opt/homebrew/bin/direnv export zsh
@ kil com.apple.k.. /bin/kill kill 2352
. - 4 4 /System/Library/Frameworks/NetFS. framework/Versions/A/XPCServices/
@ PlugintibraryServics com.apple.f.. /System/Li.aryService by 1o inraryService. xpe/Contents/MacoS/PlugInLibraryService
O @ xpeproxy com.apple.x.. /usr/libexec/xpcproxy xpcproxy com.apple.filesystems.netfs.PlugInLibraryService 2352
Jusr/bin/plutil -convert json /Users/brandondalton/.pyenv/versions/3.11.11/1ib/
@ plutil com.apple.F.. /usr/bin/plutil python3.11/site-packages/posixath/tests/macos/library/T1059_062/example_stay_open.app/
Contents/Info.plist —o -
a ® applet example_sta.  /Users/bra.c0s/applet /Users/brandondalton/.pyenv/versions/3.11.11/1ib/python3.11/site-packages/posixath/

O @ xpeproxy

@ open

@ osadecompile

com.apple.x.. /usr/libexec/xpcproxy

com.apple.o.. /usr/bin/open

com.apple.o.. /usr/bin/osadecompile

tests/macos/library/T1059_002/example_stay_open.app/Contents/Mac0S/applet
777-8C1:

/usr/bin/open /Users/brandondalton/.pyenv/versions/3.11.11/1ib/python3.11/site-packages/
posixath/tests/macos/library/T1059_602/example_stay_open.app

xpcproxy application.examplest P

/usr/bin/osadecompile /Users/brandondalton/.pyenv/versions/3.11.11/1ib/python3.11/site~
packages/posixath/tests/macos/library/T1059_602/example_stay_open.app/Contents/
Resources/Scripts/main.scpt

Iner/hin/nlitil —incart NSAAnnlatQtaunnen —hanl VES /llcare/hrandnndaltan/ nuan/
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Socket events

LN X J @D

Subtree: 4

git
S git
S git-remote..

€ git-remote..

UIPC Connect: a UNIX-domain socket is about to be connected.
UIPC Bind: UNIX-domain socket is about to be bound to a path.

Enables monitoring for anomalous IPC communication pipes

(e.g. to

Metadata Groups

Parent JSON
Subtree: 2
Message details
Message timestamp: 2025-10-01T13:37:39.848Z iTerm2
Version: 10 Thread ID: 2482081 & iTerm2
Parent process  Show parent details

- Process name: git-remote-http - SigningID: git-remote-http

ES_EVENT_TYPE_NOTIFY_UIPC_CONNECT
- Type: SOCK_STREAM (1) - Protocol: DEFAULT (@) -Domain: AF_UNIX (1)
«File path: /private/var/run/mDNSResponder

Context items

Audit tokens

)

Metadata  Groups Parent

4 Message details

D Message timestamp: 2025-10-01T15:57:12.094Z

# Version: 10 Thread ID: 195355

Parent process  Show parent details

- Process name: iTerm2

- Signing ID: com.googlecode.iterm2
” ES_EVENT_TYPE_NOTIFY_UIPC_BIND

« File path:

/Users/brandondalton/.config/iterm2/sockets/secrets
»Mode: 49645

= Context items

Audit tokens

CROWDSTRIKE



File Metadata events

Set Mode: File mode modification.
O  Use case: Attackers likely need to modify permissions for execution

PTY Grant: A pseudoterminal control device is granted
o Use case: PTYs granted outside of expected contexts

(X N J Metadata  Parent JSON

Subtree: 1
Message details

€ dasd Message timestamp: 2025-09-29T11:55:26.125Z

Version: 10 Thread ID: 24765016

Parent process  Show parent details

- Process name: dasd - SigningID: com.apple.dasd

& ES_EVENT_TYPE_NOTIFY_SETMODE

+Mode: 420

«File path: /private/var/db/DuetActivityScheduler/activityDayDurations.data

’Context items

Audit tokens

Subtree: 1

Metadata Groups Parent JSON

- Message details

Message timestamp: 2025-09-29T12:55:19.613Z

Version: 10 Thread ID: 19278682

Parent process  Show parent details

- Process name: iTermServer-3.6.1 -SigningID: iTermServer

ES_EVENT_TYPE_NOTIFY_PTY_GRANT

- Dev: 251658249

[=9Context items

Audit tokens

»

CROWDSTRIKE



Shoutout to Mitch Datka
(@CrowdsStrike) for the idea!

Targeting activity

- 0o . .

— 2
Event metadata r
) Advanced
Filter target path: "/bin/zsh" . Drop platform binaries: Enabling will drop (not record) most initiating events signed with an Apple -
. certificate unless they target a non-platform process execute or fork event.
Filter event: "ES_EVENT_TYPE_NOTIFY_EXEC"
Filter euid: "brandondalton" Artifact filtering

These objects have been filtered from view, but have not been dropped by Endpoint Security.

' > OnIy: "2sh" events -~ Event mask: Enabling will filter, but not drop all events you are subscribed to from view. Use the -

“~ "Remove" button to selectively view events.

Include target process path (iRciudingiuiitrecld ‘

/Users/brandondalton/.pyenv/versions/3.11.11/1ib/python3.11/site-packages/ _
posixath/tests/macos/library/T1620/nscreateobjectfileimagefrommemory

¥ Full tree: "zsh" events

Mute target path: "zsh"
Unsubscribe: "ES_EVENT_TYPE_NOTIFY_EXEC" |

CROWDSTRIKE



ESLogger standardization

Event overview v
Events

Process events

exec

fork

exit

signal
proc_suspend_resume

check

Interprocess events
remote_thread_create

trace

File system events
create

rename

write

open

close

dup

File system mounting

mount

Event overview v
Events

File metadata events
deleteextattr
setextattr

pty_grant

setmode

Link events
link

unlink

Code signing events

code_signature_invalida

Kernel events

iokit_open

Memory events

mmap

Task port events

get_task

=]

Event overview v

Events

Socket events
uipc_connect

uipc_bind

XPC events

xpc_connect

Service Management ev
btm_launch_item_add

btm_launch_item_remoy

Security authorization e
authorization_petition

authorization_judgemen

Login events
login_login
Iw_session_login

Iw_session_unlock
OpenSSH events

openssh_login

openssh_logout

See GitHub for the link

Event overview v

Events v

MDM events

profile_add

XProtect events
xp_malware_detected

xp_malware_remedidate

TCC events

tcc_modify

Gatekeeper events

gatekeeper_useroverride

OpenDirectory events
od_create_user
od_group_add
od_modify_password
od_attribute_value_add

od_create_group

CROWDSTRIKE




Auto updating!

Update Available

v1.9.0 > v1.9.1
Released: 2025-10-11T18:12:04Z

Release Notes

B summary

Fixes for two bugs, namely, a regression where under load all events
may not be visible in the main table UI.

B8 Bug fixes

- The Core Data stack now automatically merges changes. This fixes
a regression where under load all events may not be displayed in the
main table UI.

- In rare cases File Rename events may be incorrectly initialized at
the NEW_PATH case.

Later Install Now

v1.9 feature

CROWDSTRIKE



Demo and Release

Correlation w/AppleScript & Reflective Code Loading

S pip install posixath



SpriteTree compatibility!

® ® ®  Mac Monitor Start (X Clear  Filters 26 000 Events 1634 (28.81%) Q Filter by ¢
& System Security Unified
Tiastamp < | Evnttyps Context Effoctvo usor  Source process Source Sigring 1D E
09:54:05.827 ) ES_EVENT_TYPE_NOTIFY_EXEC xpcproxy com.apple.ndnclient.. root Launchd con. apple. xpe. la.
89:5:05.664 [ ES_EVENT_TYPE_NOTIFY_CREATE /private/var/folders/zz/zyxvp. oot dasd con. apple.dasd
99:54:05.664 ] ES_EVENT_TYPE_NOTIFY_CREATE Iprivate/var/folders/zz/zyxvp  root dasd con. apple.dasd A
89:54:05.523 (I A ES_EVENT_TYPE_NOTIFY_EXIT PlugInLibraryService brandon  PlugInlibrarySer. com.apple.filesy.. 3
09:54:05.522 A& ES_EVENT_TYPE_NOTIFY_EXIT applet brandon  spplet exanple_applet | P o e
99:54:05.514 ] ES_EVENT_TYPE_NOTIFY_CREATE Jprivate/var/folders/zz/zyxvp- oot dasd con. apple.dasd o
99:54:05.514 [ ES_EVENT_TYPE_NOTIFY_CREATE Iprivate/var/folders/zz/zyxvp-  root dasd con. apple.dasd exi 0
89:54:05.510 <) ES_EVENT_TYPE_NOTIFY_EXEC /Systen/Library/Franeworks/Ne. brandon  xpoproxy con. apple. xpc. pr.. @ o
89:54:85.586 (%) ES_EVENT_TYPE_NOTIFY_EXEC xpeproxy com.apple.filesystem. root launchd com.apple.xpe. la.. ® 0 (™
89:54:05.346 & ES_EVENT_TYPE_NOTIFY_EXIT plutil brandon  plutil con. apple. Founda.. - QO
99:64:05.343 (@ ES_EVENT_TYPE_NOTIFY_EXEC Juse/bin/plutil —convert json. brandon  pythond.11 python. exe : ] A
89:54:05.360 A& ES_EVENT_TYPE_NOTIFY_EXIT apen brandon  open con. apple.open i ol
w P
09:54:05.332 A @ ES_EVENT_TYPE_NOTIFY_EXEC JUsers/brandon/.pyenv/version.. brandon  xpcproxy con. apple.xpc.pr.. P
99:54:05.321 3 ES_EVENT_TYPE_NOTIFY_EXEC xpeproxy application.examplea~ root launchd com. apple.xpc. la.. @
99:54:05.288 3 ES_EVENT_TYPE_NOTIFY_EXEC Juse/binfopen /Users/brandon/.. brandon python3.11 python. exe ®-~-
09:54:05.286 A ES_EVENT_TYPE_NOTIFY_EXIT osadeconpile brandon  osadecompile con. apple. osadec. 0w
89:54:05.272 ) ES_EVENT_TYPE_NOTIFY_EXEC Just/binfosadeconpile /Users/. brandon  python3.11 python. exe o
89:54:05.270 & ES_EVENT_TYPE_NOTIFY_EXIT osacompile brandon  osacompile com.apple. 0saco.. - (s L)
09:54:05.256 ) ES_EVENT_TYPE_NOTIFY_EXEC Just/binfosaconpile o /Users— brandon  python3.11 python. exe 2""
-
89:54:05.252 (I A ES_EVENT_TYPE_NOTIFY_EXIT PlugInLibraryService brandon  PlugInlibrarySer. com.apple.filesy. 5 Oy
o 5 = .
O Procass o
Execution - o
Process name Saning D Process psih Command ine I
’ : . L™
= Juse/bin/log show —style compact —last 1s —predicate eventMessage CONTAINS
@ log com: 3pp18 100 {usz(bin/log INSCreateObjectFileImageFronMemory~ Om
1Users/brandon/ . py i 11.12/1ib/p, A1/si kages/posi @
a® jectfileinage. /Users/brandon/.pyenv.. library/T jectfilei -pye i 1112/ O
i L11/si i Library/T1620/1ibHello.bundle P
JLibrazy Devslopes/CommandLinaTools usz/bin/1d ~demangle -lto librery [Librasy/Developer/ ®-
ConmandLineTools/usr/1ib/1ibLT0.dy1ib ~no_deduplicate ~dynamic -arch ar
“platform_version macos 26.0.8 26.8 -syslibroot /Library neT (L
- . WacOsX.sdk -nllvm —snable-iinkonceodr-outlining —o /Usets/bTendon/pyenv/versions/ @m
i Gos mpalscLy /Library/Developer/Co. 5 31 45/1in/python3. 11/site-packages/posixath/tests/macos/library/T1620/ 0
nscresteobiuctileimageromenory -L/vst/local it Vecl foldecs/KI 2
1gkhy7px53qFafa o ~1system / L5
e e R b R ol . A @
/Lmrary/nwempax/commanuunuroo)s/usr/hm/cung —ce1 lr)plo ambk-ann)s»macnsxié a a = &
T_os
SRl e ~anit-ob3 aumpdir. /usezslbrandon/ pyenyivezeionst .
- : 3.11.12/1ib/pythond. 11/si ibrary/T1620/ rwame
£2clang: Com epplestao /Library/Developer/Co. | 0 oataobjactfileinagefronmemory- ~disable-free ~clear-ast-before-backend -disable-1lvm— @
verifier ~discard-value-names -main-file-name nscreateobjecttileinagefrosmenory.c o
pic -p. 2 -mfr; ~Fno-str ~Ffp-
contract=on i ~funwi j ~target-s. @
/Library/Developer/ConmandLineTools/usz/bin/clang ~o /Users/brandon/.oyenv/versions/ o
= ; 3.11.12/1ib/pythond. 11/site-packages/posixath/cests/macos/1ibrary/ 11620/ o
@ clang Com.pple-cling /Library/Developer/Co  crqataobjoct fileinagefronnenory /Users/brandon/.pyenv/versions/3.11.12/1ib/python3. 11/ o
site-packages/posixath/tests/macos/1ibrary/T1620/nscreateobject fileinagefromnenory.c
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S brew install --cask mac-monitor

Brandon Dalton

CrowdStrike



